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O que é a WCIT e o que sao os ITRs? &
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Conferéncia Mundial de Telecomunicacdes Internacionais (CMTI) encarregada de revisar os Tratados
Internacionais de Telecomunicag¢des (ITRs). Buscou-se revisar Tratado de 1988 que ndao contemplava
temas essencias do novo cenario convergente das telecomunicacdes, como mobilidade, tecnologias IP,
seguranca e SPAM, roaming internacional.

> ITRs atuais, CMTI-1988, Melbourne.
» Instrumento da UIT, segundo sua
Constituicdo (CS/CV e RR/ITR); ggﬁé&m
. . . ~ INTERNATIC
» Tratado internacional, com aplicacao TELECOMM U NICATIONS
vinculante;

» Visam garantir os principios basicos de
funcionamento, interconexao e
pagamento entre as redes de
telecomunicacgdes internacionais.




WCIT-12 Processo preparatorio interno o
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 Dezenas de reunides de trabalho regionais e internacionais

* Processo inclusivo de construcao dos posicionamentos do Brasil na
Conferéncia.

— Dezenas de reunides abertas na Anatel, divulgadas em Twitter, Facebook,
emails, pagina da Agéncia

— Ambiente multistakholder: centenas de pessoas fisicas e juridicas

— Divulgacao de todos os documentos na internet:
* www.anatel.gov.br/cmtil2

* Propostas concluidas pelos integrantes da CBC 1, submetidas e
aprovadas pelo Conselho Diretor da Anatel.

* Reunides plenarias da UIT abertas e transmitidas ao vivo pela Internet.
Necessidade de absorver ferramentas de inclusao multissetorial.



WCIT-12 em numeros ®
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Foram apresentadas 1.275 propostas de Estados Membros (47 do Brasil). Mais de 1.400 delegados
representando 151 paises. 150 horas de reunides oficiais. Atos Finais assinados por 89 paises dos 144
presentes e habilitados a assina-los. Volume imenso de noticias, artigos e analises em todo o mundo.
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Principais resultados da WCIT ®
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N3o se restringem a telefonia convencional (assim como os velhos). Reconhecimento do respeito aos
direitos humanos. Conteudos estao fora do escopo do tratado. Novas provisdes direcionadas aos
consumidores, proé-investimentos e pré-competicao. Reconhecimento de que temas de Internet
(neutralidade, governanga) devem ser melhor discutidos e por isso, a palavra “Internet” ndao aparece
(embora implicitamente sim, como nos ITRs de 1988)

Internet ndo é mencionada

Respeito aos Direitos Humanos

convergéncia
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Principais resultados da WCIT ®
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Artigo 3 diz respeito a operacao das redes de telecom, garante o direito a se comunicar
com boa qualidade técnica, que os investimentos acompanhem a demanda, o direito ao
acesso as redes e ao envio de dados, e a criacgdo de um ambiente favoravel a
implementacao de PTTs para melhoria da qualidade, aumento da conectividade e
resiliéncia das redes, aumento da competicdo e reducdao dos custos das interconexdes
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Principais resultados da WCIT @
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Propostas brasileiras sobre roaming internacional foram aprovadas com éxito e grande apoio. E preciso dar
seguimento as propostas de acordos bilaterais e regionais para assegurar melhores condicdes aos

consumidores, especialmente quanto ao roaming de dados.

garantir maior transparéncia qualidade satisfatdria

precos de roaming mais razoaveis

New price caps for
mobile data roaming

The most you'll pay for data
when roaming within the EU

(in Euro cents, excluding VAT)

Informar os nimeros de emergéncia
mesmo em roaming

evitar o roaming
inadvertido em zonas de
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Principais resultados da WCIT o
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O artigo 52 se refere a prioridade as comunicacdes de emergéncia assim como a seguranca das redes.
Motivo de grande controvérsia na Conferéncia. Busca-se referendar conceito de que os paises devem
envidar esforcos para robustecer suas redes e de que a cooperacao internacional é essencial para lidar

com os desafios da seguranca das redes.
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Principais resultados da WCIT ®

ANATEL

O artigo 59 se refere também ao combater ao spam. O texto adotado ndo utiliza a palavra “spam”, ndo se
relaciona com conteddo (cf. Predmbulo) e ndao tem relacdo com recomendacdao técnica Y.2770 -

Requirements for Deep Packet Inspection in Next Generation Networks (recomendacdo técnica, nao
vinculante, aprovada na WTSA-2012).

visa também combater SMS indesejados nas redes de
telefonia mével.

Abordagem consistente com experiéncia brasileira de geréncia da
Porta 25 (no nivel de redes de telecomunicagdes), coordenado
entre CGl.br e Anatel

* Em 2009, o Brasil era o primeiro colocado, com mais de um milhdo de IPs, que correspondiam a 17% de todos os IPs listados. Hoje, aparece na 122 posi¢do, com menos de
200 mil IPs, o que representa apenas 2% dos IPs listados.
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pais resultados da WCIT
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ARB/7/52

CME/15/79, 80, 81, 82 83, 84

B/18/46, 49

IND/21/30

ACPI3A1IT

RCC/14A1/75, 76, 77, 78, 79, 80, 81, 82, 83

AFCP/19/58, 63

Confidence and Security of
Telecommunications/ICTs

41D  5A.1Member States shall
undertake appropriate measures,
individually or in cooperation with
other Members states, to ensure
Confidence and Security of
Telecommunications/ICTs.

5A.2 Issues related to
security include physical and
operational security of networks;
cybersecurity, cyberthreats, and
cyber attacks; denial of service
attacks; other online threats;
controlling and countering
unsolicited electronic
communication (e.g [Hllll); and
protection of information and
personal data (e.g. phishing).

5A.3 Member States, in
accordance to national law, shall
cooperate to investigate,
prosecute, correct and repair
security breaches and incidents in
timely manner.

5A.4 Member States shall
ensure that [ ETINCIEUSHOES
and other concerned entities
provide and maintain, to the
greatest extent practicable,
confidence and security of
telecommunications/ICTs.

5A.5 Member States shall
ensure that
and other concerned entities
cooperate with their counter parts
in other Member states in
ensuring confidence and security
of telecommunications/ICTs.

5A.6  Member States shall
ensure that
take the appropriate measures to
prevent the propagation of [l

5A.7  Member States shall
ensure that
take the appropriate measures to
combat network fraud.

Confidence and security of
telecommunications/ICTs

41D 5A.1 Member States shall
cooperate to enhance user confidence,
build trust, and protect both data and
network integrity; consider existing and
potential threats to ICTs; and address
other information security and network
security issues.
41DA5A.2 Member States in
cooperation with the private sector,
shall prevent, detect and respond to
cyber-crime and misuse of ICTs by:
developing guidelines that take into
account ongoing efforts in these areas;
considering legislation that allows for
effective investigation and prosecution
of misuse; promoting effective mutual
assistance efforts; strengthening
institutional support at the international
level for preventing, detecting and
recovering from such incidents; and
encouraging education and raising
awareness.
41DB 5A.3 Member States shall
cooperate to harmonize national laws,
jurisdictions, and practices in the areas
of: the investigation and prosecution of
cybercrime; data preservation,
retention, protection (including personal
data protection), and privacy; and
approaches for network defense and
response to cyberattacks.
41DC5A.4 Member States shall take
measures to ensure the security of
telecommunication/ICT networks and
information systems, including Internet
security, and to fight cybercrime, while
protecting and respecting the provisions
for privacy and freedom of expression
as contained in the relevant parts of the
Universal Declaration of Human Rights.
41E 5A.5 Member States are
encouraged:

a) to
adopt national |egislation to act against

b) to
%mrate to take actions to counter

c) to exchange information on
national findings/actions to counter

Confidence and
security in the
provision of
international
telecommunications
and services

41D 5A.1 Member
States should encourage
in

their territories to take
appropriate measures for
ensuring networks safety
and security.

5A.2  Member
States should collaborate
to promote international
cooperation to avoid
fechnical harm to
networks.

5A.3 Member
States are encouraged to
cooperate in that sense.

41E 5B.1 Member
States shall ensure that
operating agencies take
appropriate measures to
prevent the propagation
of A

5B.2 Member
States are encouraged to
cooperate in that sense.

Confidence and security of
telecommunications/ICTs

41D 5A1. Member-States
shall have the right to take
appropriate measures to
protect and Secure the ICT
Network infrastructure and
data contained in or flowing
through the Network and also
to prevent the misuse of ICT
network and services within
their state.
5A2. The Member States
should endeavour to take
appropriate measures,
individually or in cooperation
with other Member states, to
ensure Security of the ICT
Network and information,
including user information,
contained in or flowing
through the ICT network
within their jurisdiction.

5A3. Member-States
should endeavour to oversee
that TSN i
their territory do not engage in
activities which impinge on
the security and integrity of
ICT network such as denial of
service attack, unsolicited
electronic communication
(H). unsolicited access to
network elements and devices
etc., to enable effective
functioning of ICTs in secure
and trustworthy conditions.

5A4. Member States
should endeavour to
cooperate to harmonize
national laws, jurisdictions,
and practices in the relevant
areas.

Network Security

41A  5A.1 Member States

should encourage
S -

territories to take
appropriate measures for
ensuring network security.
41B  5A.2 Member States
should collaborate to
promote international
cooperation to avoid
technical harm to networks.

Confidence and Security in the Provision of
International Telecommunication Services

41B 5A.1 Member States shall do their utmost to
promote the confidence required for effective use and
harmonious development of international
telecommunications as well as security in the provision of
international telecommunication services.
41C 5A.2  Member States shall ensure the necessary
international collaboration between administrations,
and other authorized entities,

coordinate joint activity and exchange information, and
shall also cooperate in other ways, including through the
conclusion of intergovernmental arrangements in regard
to strengthening confidence and security in the provision
of international telecommunication services. Member
States shall ensure the adoption of the necessary
national legislation, and ensure and oversee compliance
with such legislation by administrations, -p

and the public.
41D 5A.3 Member States shall ensure that [ SHENNE
BB safeguard the confidentiality of intemational
telecommunications and of any related information that
has become known in the course of providing
international telecommunication services.
41E 5A.4 Member States shall ensure the protection
by EERENNEIEEEREES of personal data handled for the
purposes of providing international telecommunication
services.
41F 5A.5 Member States shall ensure unrestricted
public access to international telecommunication
services and the unrestricted dissemination of
international telecommunications, except in cases where
international telecommunication services are used for the
purpose of interfering in the internal affairs or
undermining the sovereignty, national security, territorial
integrity and public safety of other States, or to divulge
information of a sensitive nature.
41G 5A.6 Member States shall take the necessary
measures to prevent the propagation of [l
41H 5A.7 Member States shall take the necessary
measures to combat network fraud.
411 5A.8 Member States shall ensure that numbering,
naming, addressing and identification resources are used
in accordance with their intended purpose and stipulated
allocation.
41J 5A.9 Member States shall ensure that SN
BB identify the subscriber when providing
international telecommunication services, and shall
ensure the processing, transmission and protection of
identification information in the provision of international
telecommunication services.

Confidence and securit
the provision of
international
telecommunications/IC
and services

41B 5A.1 Member States
should cooperate regardir
telecommunications secul
matters (including
cybersecurity), in particule
develop technical standar
and acceptable legal norn
including among others th
regarding territorial jurisdi
and sovereign responsibil
41C 5A.2 Member States
shall cooperate to harmor
national laws, jurisdictions
and practices in the areas
the investigation and
prosecution of cybercrime
(including eavesdropping
breach of privacy of
telecommunications); dat:
preservation, retention,
protection (including perst
data protection), and prive
and approaches for netwc
defense and response to
cyber attacks

41D 5A.3Member States
ensure that

BN take the approp!
measures to combat netw
fraud

41E  Member States sha
ensure that operating
agencies take appropriate
measures to prevent the
propagation of [l
including:

a)

b)

c)




Principais resultados da WCIT ®
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O Artigo 6 mantém a prevaléncia dos acordos comerciais privados nas transacdes entre as operadoras e
busca mitigar a bitributacdo, encorajar investimentos em redes de telecomunicagdes internacionais e
promover a concorréncia dos precos de atacado.




WCIT-12 Resolug¢oes @&

ANATEL

Res. Plen/1

Medidas especiais para acesso as redes de fibra dptica internacionais por paises em
desenvolvimento sem litoral e por pequenos Estados insulares em desenvolvimento.

C7 9




WCIT-12 Resolug¢oes @&
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Res. Plen/2

Numero nacional harmonizado em nivel global para acesso aos servicos de
emergéncia. Diversidade de numeros cria confusao. Busca-se um unico
numero aceitavel para todos os paises.

999 112
0112 ey S DJn?n?vk 997

Iceland
911 Poland
Canada

051

Moscow

961

Romania

911

USA

08

Mexico

119

Jamaica

110

Japan

117

nillipines

191

Thailand

123

Columbia

111

New Zealand :
190 ~ - Australla
Brazil 1 01 1 1 2

Argentina South Africa




WCIT-12 Resolug¢oes @&
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Res. Plen/3

— Promover um ambiente propicio para o maior crescimento da Internet. Incentivar
governos a se posicionarem sobre aspectos técnicos e politicas publicas
relacionadas a Internet, em conjunto com todos os atores interessados. Que a UIT
continue atuando no desenvolvimento da banda larga e do modelo multissetorial
da Internet, além de apoiar a participacao dos governos em tais atividades.

— Consequéncias: guerra fria digital, acirramento das posicoes.




Caso Snowden-NSA Repercussoes &
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Governanca da Internet baseada em confianca. Com o caso Snowden, os principios e a
moralidade dos EUA e aliados abalados. Desconfianca generalizada: balcanizacao das acdes
na rede de forma a garantir um minimo de seguranca e privacidade, ameacando a
interoperabilidade e unicidade da Internet. Outros podem requerer mesma tecnologia de
vigilancia agravando o cenario ja desastroso para as liberdades individuais.
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WCIT-12 Conclusoes
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Complexidade de temas e de posicoes demonstrou que telecomunicacoes
estao na agenda politica internacional, importancia econdmica e politica.

Multiplicidade de visdes que enriquecem as negociacoes. Nao ha mais um
unica voz. 89 paises assinaram. 55, nao.
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WCIT-12 - seguimento @
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Na WTPF-13, o Brasil teve posicao de destaque. Operacionalizacao do papel dos
governos na Governanca da Internet. Quanto a WSIS+10, busca revisao profunda
da Cupula para corrigir os rumos. Repercussdes na PP-14.

WSIS+10 =

WSIS BEYOND 2015 ’
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